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Program Analysis Lab Task  
Symbolic Execution(40pts):

Get the CD-KEY for key_challenge.c  program (20pts)

The key is a string of 16 characters

Get three vip register keys for vip_challenge  program (20pts)

Use last 4 digits of your student ID as input sid

The key is a large number

Fuzzing(60pts):

Find a real crash in mcrypt-2.6.5 (60pts)

find a crash (50pts)

address the crash via gdb (10pts, brief describe where the bug is)

Here are some checkpoints if you can't find crash(50pts):

setup fuzzer environment (15pts, show the crash found in previous lab by AFL++)

pick any task in https://github.com/antonio-morales/Fuzzing101 and use fuzzing to 
find crash

setup target program (10pts)

find crash (15pts)

address and describe the bug (10pts)

Bonus: find a bug in a real program by fuzz or symbolic execution and report it, the points 
depend on the bug you found. If your finding is assigned with a CVE number or accepted by 
program maintainers, you will get more extra points.  

Bonus: solve the challenge in Task2 reference repository (this may be harder than finding a 
real CVE) 

Symbolic Execution task instruction  
Task 1: Get the CD-KEY for key_challenge.c  program (20pts)

af://n26
https://github.com/antonio-morales/Fuzzing101
af://n72


某一天，你正在自学AI的舍友问你安装Python时候买的激活码是不是还留着，热心的你凑近一看发现舍
友百度搜索 Python安装后了解到需要支付39.9￥才可以收到一个激活码(CD-KEY)用来安装Python，作为

程序分析大师，你决定想办法替舍友省下这39.9￥。  

我们已经通过逆向(IDA hex-rays插件)获取了程序源代码( key_challenge.c )，请找到正确的CD-KEY。  

 

 

Task 2: Get three vip register keys for vip_challenge  program (20pts)

帮舍友省下一顿KFC疯狂星期四的几天后，你的舍友开始抱怨TA新装的IDE需要付费才能启用全部功能，
你凑近一看发现IDE十分眼熟，上面模糊不清地写着C5C-IDE的字样，你决定想办法搞到vip激活码，看看
这个“最先进的”IDE究竟有什么会员功能。  

这次反汇编的代码非常冗长，更适合直接使用二进制作为符号执行的输入。
Note：本题使用 https://github.com/dtcxzyw/fsubfuscator#ctf-challenge 制作，如果您解出了该仓库
内的挑战，您可以汇报并申请bonus。
Credict：感谢 @https://github.com/dtcxzyw 提供支持。

 

Setup angr/klee/Triton environment  
angr is easy to setup in any system with python3: https://github.com/angr/angr
angr is already installed in our VM, documentation can be found in https://docs.angr.io/   

https://github.com/dtcxzyw/fsubfuscator#ctf-challenge
https://github.com/dtcxzyw
af://n82
https://github.com/angr/angr
https://docs.angr.io/


klee need llvm to compile, or use docker to setup klee: https://github.com/klee/klee
Our lab task can be done via online klee demo**: http://klee.doc.ic.ac.uk/  

Use Triton to solve symbolic execution task: https://github.com/JonathanSalwan/Triton 
document: https://triton-library.github.io/  

Analyse program with source code  

This demo using online klee: http://klee.doc.ic.ac.uk/  

click left demo files to load demo program, then click Run KLEE  to start symbolic execution.

klee should start quickly and find key in 3 seconds.

 

Analyse program without source code  

Use angr to solve key_challenge.c  program:  

import angr

import claripy

from angr import SimFileStream

cd_key = claripy.BVS('cd_key', 8 * 16)                 # we know key is 16 bytes

proj = angr.Project("a.out")                           # load program

initial_state = proj.factory.entry_state(stdin=SimFileStream(name='stdin', 

content=cd_key, has_end=False))  # replace stdin with cd_key

for i in range(16):                                    # assume key is printable

    initial_state.solver.add(cd_key.get_byte(i) >= 0x20) 

    initial_state.solver.add(cd_key.get_byte(i) <= 0x7e)

sim = proj.factory.simulation_manager(initial_state)   # create simulation 

manager

# explore by default is like a BFS, find is a filter

sim.explore(find=lambda s: b"Correct" in s.posix.dumps(1), avoid=0xdeadbeef)  # 

avoid address 0xdeadbeef

print(sim.found[0].posix.dumps(0))                      # show stdout

print(sim.found[0].solver.eval(cd_key, cast_to=bytes))  # show key found

# print(sim.found[0].solver.constraints)                # show constraints

https://github.com/klee/klee
http://klee.doc.ic.ac.uk/
https://github.com/JonathanSalwan/Triton
https://triton-library.github.io/
af://n86
http://klee.doc.ic.ac.uk/
af://n91


more about angr: https://docs.angr.io/   

now try modify the code to solve vip_challenge  program.

hint1: angr will conisder each int from scanf("%d") as a bit vector which length is 11 * 8 ( http
s://github.com/angr/angr/blob/master/angr/state_plugins/libc.py#L1182 )
so you may need set first 11 bytes as 0000000xxxx. (xxxx is the last 4 digits of your student 
ID)

hint2: use strings vip_challenge  or drag vip_challenge  to IDA and press Shift+F12  to 

find what will be printed if you input correct key.

hint3: if program takes 2 integers as input, you can use claripy.BVS('input', 8 * 2 * 

11)  to create a bit vector with length 2 * 11 * 8.

hint4: angr should take at most 3 minutes to find the key.

Fuzzing task instruction  
mcrypt is a small tool but supports many encryption algorithms. It is widely use in many web 
applications like php . In this lab, we will use AFL++ to find a real crash in mcrypt-2.6.5 (CVE-2012-
4409). 
CVE-2012-4409 happens when mcrypt decrypts a file. 

If you find any new crash not on record, please report it to the maintainer. 

Setup AFL++ environment  
Note below steps will install shared libs in your Virtual Machine, be careful if you are using your 
own machine and don't want to install shared libs.

  

1 Compile AFL++:  

sudo apt update 

sudo apt install -y automake cmake ninja-build clang-12 lld-12 llvm-12 llvm-12-

dev

sudo apt install -y gcc-$(gcc --version|head -n1|sed 's/.* //'|sed 's/\..*//')-

plugin-dev libstdc++-$(gcc --version|head -n1|sed 's/.* //'|sed 's/\..*//')-dev

git clone https://github.com/AFLplusplus/AFLplusplus

export LLVM_CONFIG="llvm-config-12"

cd AFLplusplus

make distrib

sudo make install

cd qemu_mode

CPU_TARGET=i386 ./build_qemu_support.sh

cd ../

sudo make install

https://docs.angr.io/
https://github.com/angr/angr/blob/master/angr/state_plugins/libc.py#L1182
af://n105
af://n108
af://n112


2 Fuzz binary in previous lab  

First create a directory for input and output files:

AFL may find crash quickly. 

The crash can be found in outputs/default/crashes/  

  

3 compile mcrypt  

sudo su

echo core >/proc/sys/kernel/core_pattern

exit

cd ~/Desktop/lab5

chmod +x ./ret2libc_static

mkdir inputs

mkdir outputs

echo "random input" > inputs/1

afl-fuzz -i inputs/ -o outputs/ -Q ./ret2libc_static

tar -zxvf mhash-0.9.9.9.tar.gz

tar -zxvf libmcrypt-2.5.8.tar.gz

tar -zxvf mcrypt-2.6.5.tar.gz

# z: uncompress with gzip

# x: extract files from archive

# v: verbose

# f: use archive file

# compile mhash first

cd mhash-0.9.9.9/

./configure

make -j

sudo make install  # remeber type your password

af://n114
af://n121


Now you should have mcrypt  in src/  directory (in mcrypt-2.6.5/src/ ).

Firstly, open a new terminal and run:
while true; do rm outputs/default/.cur_input.dc;done;

Then use afl-fuzz -i inputs/ -o outputs/ -- ./mcrypt arg1 arg2  (change agr1
 and arg2 to real argument!!) to fuzz mcrypt  program, if some arguments represent file, you can 

use @@  to represent the file.  

If you need to stop and re-start the fuzzing, use the same command line options and switch the 
input directory with a dash (-):
afl-fuzz -i - -o outputs/ -- ./mcrypt arg1 arg2

This time, AFL may not find crash quickly, we can create a more vaild input for mcrypt  to help AFL 

reach more code and find crash.  

cd -

sudo ln -s /usr/local/lib/libmhash.so /lib/libmhash.so

sudo ln -s /usr/local/lib/libmhash.so.2 /lib/libmhash.so.2

# then compile libmcrypt

cd libmcrypt-2.5.8/

./configure

make -j

sudo make install

sudo ln -s /usr/local/lib/libmcrypt.so /lib/libmcrypt.so

sudo ln -s /usr/local/lib/libmcrypt.so.4 /lib/libmcrypt.so.4

# at last compile mcrypt

cd mcrypt-2.6.5/

CC=~/Desktop/AFLplusplus/afl-clang-fast ./configure --disable-shared

export AFL_USE_CFISAN=1

export LLVM_CONFIG="llvm-config-12"

# change directory to absolute path of your AFLplusplus

make CC=~/Desktop/AFLplusplus/afl-clang-fast CXX=~/Desktop/AFLplusplus/afl-clang-

fast++ LD=~/Desktop/AFLplusplus/afl-clang-fast 

./src/mcrypt --version

cp ./src/mcrypt ..

echo "random input" > raw_text

./mcrypt raw_text  # type some password

cp raw_text.nc inputs/2
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